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Payload authentication is vulnerable to Man-in-the-middle (MITM)
attack. Blockchain technology offers methods such as peer to peer,
block hash, and proof-of-work to secure the payload of
authentication process. The implementation uses block hash and
proof-of-work methods on blockchain technology and testing is
using White-box-testing and security tests distributed to system
security practitioners who are competent in MITM attacks. The
analyisis results before implementing Blockchain technology show
that the authentication payload is still in plain text, so the data
confidentiality has not minimize passive voice. After implementing
Blockchain technology to the system, white-box testing using the
Wireshark gives the result that the authentication payload sent has
been well encrypted and safe enough. The percentage of security test
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results gets 95% which shows that securing the system from MITM
attacks is relatively high. Although it has succeeded in securing the
system from MITM attacks, it still has a vulnerability from other
cyber attacks, so implementation of the Blockchain needs security

improvisation.
Register with CC BY NC SA license. Copyright © 2022, the author(s)

1. Introduction

The information system is an application used in an organization that supports transaction management
and makes reporting easier [1, 2]. An information system improves usability, maintainability, and
security through standardization and development of best practices [3, 4]. Authentication is the main
gateway in an information system to get authorization to access the account [5]. The authentication
process is a user validation process in a smart card, biometric, or username-password [6, 7]. While the
user enters the system, they will allow the user to access all the authorized system's services without
need to enter the password [8, 9].

Information security is an important aspect that needs to be considered in building a system [10].
As the main gate of the system, has gaps and vulnerabilities, including sending and receiving the
payload from the server as plain text, because it should be encrypted in sending the payload to maintain
the payload's anonymity [11, 12, 13]. Security in the authentication process needs to be improved to deal
with cyberattacks such as data sniffing, cross-site scripting (XSS), and man-in-the-middle attacks [14].
Man-in-the-middle (MITM) is an attack on a network with open access [14]. MTM is an attacker that
inserts himself between two parties or a device in stealth mode so that all packets passing between the
two legitimate parties are routed through the attacker. This attack is quite dangerous because the
attacker can sniff the sent packet's information, potentially data hijacking [15]. MITM attacks are likely
ball situations where two players intend to pass the ball to each other while one player between them
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tries to grab it [16]. MITM attacks focus on the information flowing between the endpoints,
confidentiality, and the information's accuracy. MITM attacks are a tapping process in which in
communication between two devices A and B, the attacker receives A by pretending becoming B.
Whenever A wants to send a message to B and sends it to the attacker who reads the payload, then
passes it to B to keep communication works. The attacker can read all communication content, including
emails, pictures, and passwords [15, 17, 18]. The MITM attacks process is shown in Fig. 1 [19].

Capture message from
Client to Server, later
replay message to Server

Attacker
®
[ N Internet S—
Client Server

Fig. 1. MITM attacks visualization

One of the vulnerabilities of MITM attacks is that the authentication payload is sent in plain text
to read the payload contents. The confidentiality of information will be leaked to allow for the hijacking
of data; therefore, it is necessary to implement security mechanisms to protect the payload information.
MITM attacks use the communication layer as a medium of attack. Open System Intercommunication
(OSI]) is the communication channel closest to a MITM attack. Although each layer takes a different
approach to providing security, none of them are free from MITM attacks [18].

Blockchain technology is a collection of several security concepts that can ensure the
confidentiality of information. One of the concepts used by Blockchain technology is like the concept
used in a distributed database [20]. The distributed database concept of Blockchain technology is where
a distributed database contains transaction records that are shared among participating members on
the chain. Every transaction is confirmed by the consensus of the majority of the members, so preventing
fraudulent transactions. Blockchain is a collection of blocks that make up a chain. Each block has three
elements: data, the hash value of the block, and the previous hash value or a hash value of the last block.
Utilizing this hash makes Blockchain more secure because if someone changes one of the blocks in the
Blockchain, the hash value will change, and the next block will become invalid because it does not store
the valid hash value of the previous block. This technique means that a block's changes will invalidate
the entire Blockchain [21, 22]. Blockchain also has several concepts (apart from distributed databases)
such as block hash and consensus protocols (proof-of-work, proof-of-stake, etc.) [23].

Blockchain technology stores data in the form of hashes, disguising the data so that the stored
information in the block can be omitted [24]. This technology can also prevent changes or falsification
of transactions so that it can be used to make transactions directly and safely. It distributed and
transparent log recording system from this technology that can be a solution to be applied to transaction
recording so that it can be an effort to minimize the level of data forgery and misuse [25].

Blockchain also has several concepts (apart from block hash), such as distributed databases and
consensus protocols (proof-of-work, proof-of-stake, etc.) that can be used to make information more
secure [23]. A one-way hash function, also known as a message summary or compression function, is a
mathematical function that takes a variable-length input and converts it into a binary sequence of fixed
length [26].

Attack tools simulations will be using Wireshark 2.9.0. Wireshark is a packet sniffer that deals
with retrieving raw data at the packet level. Wireshark is used by networks or security engineers to
capture payload packets sent (POST) by the system to the database. Wireshark works at the Network
layer (OSI-3) to find exploits and vulnerabilities.

The system used is a vulnerability system designed to be the object of MITM attacks, which later
will be implemented Blockchain technology to test its resilience against MITM attacks. Based on the
identified vulnerabilities, Blockchain technology has the potential to respond to various attacks. MITM
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attacks can be made to test Blockchain technology to protect and maintain data confidentiality from
attackers.

The rest of this paper will test whether blockchain technology can secure the system from MITM
attacks. Section 2 discussed the research method that was used. Section 3 presents experiment results
and discussion. Finally, section 4 is for the conclusion and future work.

2. Research Method
The research method used in this research is the patching method, where the object already exist but
needs some update to improve the object —the steps for the patching method show in Fig. 2.

Implementation

Testing

Fig. 2. Patching steps

The patching steps can be divided into five stages. The stages of literature study, analysis, design,
implementation, and testing or testing are described as follows:

1. Data collection, the literature study is carried out both about the system to be used for research, an
excellent theoretical basis regarding MITM attacks, Blockchain theory, to the tools that will be used
in the study. The collection of literature is divided into two sources, namely from related research
journals and the internet.

2. Analysis, this stage is the stage for analyzing the system's current conditions to be used in this
study, both from how the system works, the system flow to the data payload, which will be the
main focus of this research. Besides, the MITM attacks were also tested using the Wireshark 2.9.0
before implementing the proposed security concept. This stage aims to get all the details of the
system in use today [27].

3. The design, the results of the analysis will be more precise if described with a process scheme or
flow design so that at this stage, a description of the attack process and data security will be
presented.

4. Implementation, this stage is an experimental implementation of the analysis results [27].
Vulnerabilities that will occur when the system is analyzed will be implemented Blockchain
technology to secure information on the system.

5. Testing, this stage is the testing phase of the implementation of Blockchain technology that has
been done. White Box Testing is a test case method that is entirely controlled by the developer [19].
White Box Testing dramatically improves the overall effectiveness of testing. It can more easily
detect bugs that are difficult to find by testing Black Box Testing or other testing methods.
Therefore, a White Box Tester should know programming structures [28]. The test that will be
carried out is a direct attack experiment using a MITM attack.

Apart from using white box testing, this test also uses security testing. Security testing is a testing
method to ensure that the system used is safe from attacks, including MITM attacks [29]. The survey
used a quota sampling method. The questionnaire will be filled out by examiners who are competent
against MITM attacks.

3. Results and Discussion
The system used in this study is a system prototype equipped with an authentication process, which is
then called the Login System. The login system is a prototype that will be implemented as the main gate
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in an information system. Therefore, it is necessary to implement adequate security to ensure that the
information stored and managed is safe from cyber-attacks.

€ st D)
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Login

No

Yes

System Dashboard

Fig. 3. Authentication flowchart

Fig. 3 is a flowchart of the authentication process in the Login System. Before logging in, users
need to register for an account. After having a user account, you will be asked to enter a username and
password, and the authentication process will be successful when the username and password entered
are correct. After successful authentication, users can access the permitted information system page
following their access rights. The authentication process has not implemented security so that the
payload information sent for the authentication process is still vulnerable to attacks.
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Fig. 4. MITM attacks visualization

[HTTP request 1/2]
[Response in frame: 55]
[Next reguest in frame: 567
File Data: 32 bytes
w HIML Eorm LBl _E dad ::14 tdonds=a- Form- urlencoded
v Form item: "username” = “admin“
Key: username
Value: admin
v Form item: "password” = "adminl23"
Key: password
Value: adminll3

Fig. 5. Capture the authentication process using Wireshark

Before the authentication process, the user must first register to create an account and get a
username and password stored in the database —authentication process by entering a username and
password validated. The MITM attack scenario to analyze system vulnerabilities, as seen in Fig. 4, is a
conceptual flowchart of the authentication, sniffing, and validation process workflow from the database
server.

As in the previous explanation, users must first authenticate to access the system dashboard. The
required authentication is to enter the username and password from the registered account. The current
condition is as described in Fig. 4 that the system, when doing POST data for authentication (sending
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payload), is still in plaintext. When sniffing is carried out in the process, the input username and
password will be obtained. Attack simulation will be carried out using Wireshark 2.9.0 tools to capture
the system's payload (POST) to the database. Wireshark has tools to capture, view, and analyze data
packets. Wireshark has advanced wireless protocol analysis support to help administrators
troubleshoot wireless network problems. With proper driver support, Wireshark can capture traffic and

decode it into a format that allows administrators with issues causing poor performance, intermittent
connectivity, and other common problems [30].

Vulnerabilities in the login system can be seen in Fig. 5 when authenticating the payload sent can
be seen when captured using Wireshark tools. In the picture, it can be seen that the username and
password used for authentication are still plain text that is easy for attackers to take to use for account
hijacking.

The Login System's current condition is that there is no authentication payload security so that it
is still in plaintext. Therefore the hash block mechanism of Blockchain technology provides an
opportunity to make sending authentication payloads safer. This study implements two Blockchain
methods, including the block hash method and the proof-of-work method. The hash block will be
created during the account registration process and stored in a hash block that can be used for user
authentication. Encryption process on the system's front-end, using javaScript to convert the payload to
be sent into ciphertext. This algorithm can be seen in Fig. 6.

username

Var password

Fig. 6. Hash Block Making Algorithm (Phase 1)

Fig. 6 explains that the username and password variables, which the values are then taken to be
used as an authentication tool. The 5th line of code creates a hash block by combining each hash of the
username and password, then carrying out a second hash before being saved into the database.

The encryption process, before stored in the database, is on stage 2. The previously created hash
block will be added with a key in the form of a random number and then reset again to increase the
data's security. This algorithm can be seen in Fig. 7.

$auth Ethis-»i >post(‘auth”);

$calculate | nas s 56", $auth strval(rand(1l, 18
fthis-»m_register-> r{$calculate_hash

Fig. 7. Hash Block Making Algorithm (Phase 2)

Fig. 7 explains that the hash block from the previous stage will be stored in $auth and entered in
the "auth" table that was previously created. The second line adds a randomly generated key in the
range of 1 to 1000 in the hash block. Then the block is encrypted back to be stored in the database.

Login is the process of matching the hash (payload) sent by the hash stored in the database. Before
being reached, the hash will be calculated first because the payload sent will be different from the one
stored in the database. This calculation process uses the proof-of-work method by looping values 1 to
1000 to find the correct number so that the hash sent is the same as the one stored in the database. The
algorithm used can be seen in Fig. 8.

The hash block sent as an authentication payload and stored in the database will be in the form
of a ciphertext. It will be safer from tapping and is resistant to Man in the Middle attacks because besides
being unreadable, the payload is also hard to decrypt.

The testing method uses the White Box Testing method, in which the developer carries out a
security test by testing attacks on the system developed after implementing the patch. The results of the
capture of the authentication process using the Wireshark shown in Fig. 9. Based on the capture results,
it is known that the payload sent for authentication is in the form of ciphertext or has been adequately
encrypted because the contents of the payload are not readable.
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_login()

>input->post(‘auth'});

1e@8) {
$calculate hash hash('sha256', $auth
$where = array(

'auth' %$calculate_hash,

m_login->»cek login(‘auth’, $where)->num r

ion->set userdata($data_session);

son_encode([ "status” "berhasil’]);

Fig. 8. Proof-of-Work Algorithm for hash calculation process
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Wireshark - Packet 1640 - Wi-Fi

2 =

Frame 1648: 771 bytes on wire (6168 bits), 771 bytes captured (6168 bits) on interface \Device\NPF_{EE43E831-D933-4
Ethernet II, Src: LiteonTe_bl:78:f5 (e8:d@:fc:bl:78:¥5), Dst: Routerbo_@7:a8:bc (74:4d:28:87:a8:bc)
Internet Protocol Version 4, Src: 192.7.138.61, Dst: 183.131.51.34
Transmission Control Protocol, Src Port: 58749, Dst Port: 88, Seq: 1, Ack: 1, Len: 717
Hypertext Transfer Protocol
w HTML Form URL Encoded: application/x-www-form-urlencoded
v Form item: "auth" = "Bd4cd342288731ad5b49bc2¥413983868cF6dfalc338cdbfS8c2e5853bAcI944™
Key: auth
Value: Bd4cd342288?31adSb49bc2f413983SEGcfEdfaZc338:dbf58c235853b6c9944|

Fig. 9. Capture authentication process using Wireshark after implementation
In addition to using the White Box Testing method, a questionnaire was also tested by four
respondents who could try the MITM attack. The results obtained from the questionnaire test can be
seen in Table 1.
Table 1. Test results by respondents

No. Parameter Yes No
1. Is the payload being sent adequately secured? 4 0
2. Is the system safe from Man in the Middle attacks? 3 1
3. Is the hash safe? 4 0
4. Is the payload that is sent not easily decrypted? 4 0
5. Can the payload sent be readable? 0 4

Based on the answers given to the four respondents, the points obtained from each question can
be calculated as a test point, for the "Yes" option has a value of 10 and for the option "No" has a value of
0, except for point number 5 is worth the opposite, as in Table 2.

Table 2. Total questionnaire points results

No. Parameter Yes No Accumulation
1. Is the payload being sent adequately secured? 40 - 40
2. Is the system safe from Man in the Middle attacks? 30 - 30
3.  Is the hash safe? 40 - 40
4. Is the payload that is sent not easily decrypted? 40 - 40
5. Can the payload sent be readable? - 40 40

Based on the points obtained, the percentage of the test results can be calculated. The formula
used to calculate the percentage of test response results is shown on Eq. 1, Eq. 2, and Eq. 3.
Y. Test Score = Y, Maximum Weight of Answers X Y, Respondents 1)

L5OTe ) 100% @)

Percentage = (m
(©)

> Percentage
0 — & CTterege
Accumulated total percentage (%) S Question Points
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The greater the number of percentages, the application before implementing Blockchain
Technology has a vulnerability so that patching is needed on the system. The implemented patch results
can run well so that it can better secure data from MITM attacks. From the questionnaire results in Table
2, the calculation is obtained using Eq. 1 and Eq. 2.

Z Test Score =10 X 4 =40

40
Percentage of Points 1 = — X 100% = 100%

40
Percentage of Points 2 = z—g X 100% = 75%
Percentage of Points 3 = :—g X 100% = 100%
Percentage of Points 4 = j—g X 100% = 100%
Percentage of Points 5 = i—g X 100% = 100%
Accumulated total percentage (%) = < = 95%

The percentage gained shows that the system has been secured using methods on Blockchain
technology. The block hash method converts the sent payload into a block and then encrypted using
SHA256. The proof-of-work method is implemented to make the payload block more difficult to
decrypt. The comparison of the results can be seen in Table 3. For example, you are using the username
"admin" and the password "admin".

Table 3. The comparison of result before and after proof-of-work

SHA256 8c6976e5b5410415bde908bd4deel5dfb167a9c873fc4bb8a81f6f2ab448a918

Block hash e3b0c44298fc1c149afbf4c8996{b92427ae41e4649b934ca495991b7852b855

Proof-of-work 0d4cd342280731ad5b49bc2f413983860cf6dfa2c338cdbf50c2e5853b6c9944

The tests that have been carried out show the conditions before and after Blockchain technology
is implemented. Before implementation, the system displays an indication of the vulnerability of the
MITM attack. After implementing Blockchain technology, the payload that is sent is more secure from
MITM attacks tested using the Wireshark tool. The percentage of security testing distributed to security
practitioners got 95%. The success rate of implementing Blockchain technology on the system was
successfully carried out to secure MITM attacks. The lack of 5% of the accumulated percentage is
showing that the proposed method still needs some security improvisation.

The block hash mechanism of the proposed Blockchain is proven to amplify the complexity of the
hash. Adding a proof-of-work method that performs repeated encryption of the resulting block hash
can make it more difficult to decode the stored payload. This proposed method works to secure the
authentication process against MITM attacks.

4. Conclusion

Authentication is the main gateway in an information system, so vulnerabilities in an authentication
process must be secured. MITM attack is one of the attacks that can open vulnerabilities in the
authentication process. Blockchain technology has a block hash mechanism that can be used to close
vulnerabilities in the authentication process, including MITM attacks. The hash block mechanism
converts the authentication payload data in plaintext into ciphertext data by converting it into a block
hash. Based on the results obtained, Blockchain technology's implementation has succeeded in securing
the authentication payload data in an information system from the MITM attack. The final total
percentage of security testing shows that 95% of testers agree that the system can guarantee the
authentication payload security from MITM attacks. The proposed method works to secure the
authentication process against MITM attacks. In the future, it needs some improvisation closer to 5% of
accumulation lacks and also needs to be tested again with other attacks to guarantee its reliability.
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