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1. Introduction

The digital transformation of infrastructure and services has exponentially increased the volume and
complexity of cyber threats targeting organizations and individuals. Intrusion Detection Systems (IDS)
play an essential role in uncovering unauthorized access and malicious behavior within computer
networks. Traditional IDS solutions, which are primarily based on predefined signatures or rule-based
methods, struggle to detect unknown (zero-day) or obfuscated attacks and therefore have limited
effectiveness in dynamic threat environments [1].

To overcome these limitations, security researchers have depended more on ML and DL
techniques to enhance intrusion detection. ML algorithms, such as Support Vector Machines (SVM),
Decision Trees and Random Forests, have shown excellent performance in detecting known attack
signatures by learning from historical data [2] [3]. Meanwhile, DL models, such as Convolutional Neural
Networks (CNNs), Recurrent Neural Networks (RNNs), and Autoencoders have greater potential
through automatic feature extraction from raw data and the ability to model complex temporal and
spatial dependencies-[4] [5].

Considering the fast development and increasing number of contributions in this field, a
systematic review is necessary to summarize recent advances, compare methods, and reveal research
gaps. Previous surveys have either concentrated on certain particular techniques or lacked rigorous
selection criteria, making it difficult to evaluate the current state of the art comprehensively [1] [5].

This paper provides a systematic overview of existing ML and DL-based intrusion detection and
classification solutions, applying the PRISMA 2020 methodology and focusing on research published
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between 2020 and 2025. The objectives of this overview are to: (a) Provide background on intrusion
detection systems; (b) Identify the most common ML and DL techniques used in IDS research; (c)
Compare their performance with respect to evaluation metrics and datasets; (d) Highlight the current
trends, challenges and potential future paths.

The rest of this document is organized as follows: Section 2 defines the role of Intrusion Detection
Systems. Section 3 describes the systematic review process, including the search strategy and the
inclusion and exclusion criteria. Section 4 presents the results of the selected studies and their analysis.
Section 5 discusses the results, key challenges, and limitations of the research. Finally, Section 6
concludes the document by presenting future directions.

An IDS is a security mechanism that supervises network traffic, system activity, or both to detect
suspicious behavior and potential attacks. When compromised activity is identified, the IDS sends alerts
to system administrators and logs the events, providing them with the information needed to respond
to the attack. In the era of global interconnection and rapid digital transformation, cyber threats have
become increasingly sophisticated and frequent.

IDS are becoming increasingly important as traditional security measures are often unable to
successfully detect or stop modern threats. There are two types of intrusion detection systems: host-
based intrusion detection systems (HIDS), which operate at the individual system level, and network-
based intrusion detection systems (NIDS), which monitor network traffic in real time. These systems
rely on either known attack patterns or anomaly detection, which models normal behavior and reports
any deviations. While signature-based methods are effective against known threats, they are ineffective
against new or zero-day attacks. Anomaly-based systems, although more adaptive, often suffer from
high false positive rates [6].

2. Materials and Methods

2.1. Methodology

This review was directed by the PRISMA2020 (Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) framework, designed to ensure transparency, reproducibility and completeness in
study selection and reporting [7].

2.2. Obijective of the review

This review study aims to identify, analyze, and synthesize existing research on intrusion detection
systems using ML/DL approaches. The objective is to provide a comprehensive understanding of
current approaches, highlight their weaknesses, and suggest directions for future research.

2.3. Research Questions

The review is guided by the following research questions (RQs) enumerated in Table 1:

Table 1. Research questions
Questions Motivation

RQ1: What are the most commonly used ML and Identifying the most commonly used ML/DL techniques
DL techniques for intrusion detection and helps wunderstand current trends, strengths and
classification? limitations in intrusion detection.

RQ2: What are benchmark datasets and evaluation Analyzing benchmark datasets and evaluation metrics
metrics are employed to assess IDS performance? ensures fair comparison, reproducibility and reliability of

IDS research.
RQ3: What are the main challenges and future Investigating challenges and future directions in ML/DL-
research directions in ML/DL-based IDS? based IDS.

2.4. Search strategy

A comprehensive search was conducted across the following academic databases presented in Table 2.

Table 2. Compares the areas of expertise covered by a selection of databases.
Index Database URL

1 ScienceDirect https://www.sciencedirect.com/
2 Google Scholar  https://scholar.google.com/

3 Web of science  https://clarivate.com

4 Scopus https://www.scopus.com/

5 SpringerLink  https://link.springer.com/

The search included articles published in English between January 2020 and June 2025. The
following Boolean query was used (with slight adjustments per database syntax): ("intrusion detection"
OR "IDS" OR "cyberattack detection") AND ("machine learning" OR "deep learning").
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2.5. Inclusion and Exclusion Criteria

To ensure relevance and quality, articles were selected based on the following criteria:
Table 3. Inclusion and exclusion criteria
Criteria description Inclusion  Exclusion

IC1 Published between 2020 and 2025 X
IC2 Published in English X
IC3 Peer-reviewed journal articles and conference proceedings X
IC4 Focus on ML or DL techniques for intrusion detection X
IC5 Include evaluation results on public or private datasets X
EC1 Non-English papers X
EC2 Articles without experimental validation X
EC3 General cybersecurity surveys without focus on ML/DL methods X

2.6. Study Selection Process

2.6.1. First selection:

Duplicates were first removed, and the remaining records were screened by title and abstract to
eliminate irrelevant entries, retaining only original research articles from peer-reviewed journals and
conference proceedings.

2.6.2. Second selection:

To refine the selection, all chosen articles were subjected to a secondary review based on the eligibility
criteria presented in Table 3, which were established in accordance with the research questions. These
criteria ensured that the review focused exclusively on studies relevant to IDS implementation through
ML and DL approaches.

The initial search yielded 200 articles. After removing duplicates, 149 records remained. Titles
and abstracts were screened, maintaining 149 relevant articles. The application of a quality assessment
(QA) further reduced this number to 87. A full-text review was then conducted, leading to a final
selection of 41 studies that met all specified criteria.

Identification of new studies via databases and registers
g
E Records identified from: - Fleméds lr_en';wed b:jfnre scr;genlng:
£ Databases (n = 5) uplieate records (n = 39)
b= Records removed for other reasons (n = 12)
5
4
Records screened Records excluded
(n=149) (n=52)
2 A
T Reports sought for retrieval Reports not retrieved
o (n=MNA) = (n=NA)
@
r
Reports assessed for eligibility Reports excluded:
(n=87) o (n = 48)
g New studies included in review
s (n=41)
f =4

Fig. 1. PRISMA2020 flow diagram
2.7. Data extraction process
For each selected study, key information was extracted, including the year of publication, the type of
ML or DL technique employed, the dataset used, the reported performance metrics (accuracy, F1-score,
recall and precision), as well as the identified limitations and proposed directions for future work.
A structured data extraction table was developed and rigorously applied using Microsoft Excel
to organize, manage, and extract relevant information from each eligible study.
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2.8. Quality Assessment (QA) checklist

High-quality systematic reviews require thorough literature searches and precision in reporting. A
checklist was developed to assess the quality of each paper, with only those meeting the evaluation
criteria included in the systematic review. A quality assessment of the selected papers was conducted

following the application of the inclusion and exclusion criteria.
Table 4. PRISMA-based Quality Assessment Checklist

Quality Assessment Criterion Yes / No / Partial
Q1 Is does the study clearly focus on intrusion detection/classification using ML/DL?
Q2 Is the research question or objective clearly stated?
Q3 Is the dataset used for training/testing clearly identified and publicly available?
Q4 Are the methods for training and evaluating the model clearly described?
Q5 Is there a clear performance evaluation (accuracy, F1-score, etc.)?
Q6 Does the study consider comparison with baseline or the latest advanced methods?
Q7 Are were the limitations of the study discussed?
Q8 Are the conclusions supported by the results?

We evaluated the methodological quality of the included research papers applying a PRISMA-
based Quality Assessment Checklist, as shown in Table 4. The checklist comprised eight criteria to assess
clarity, reproducibility, dataset transparency, and robustness of performance evaluation. Each study
received a score based on whether it fully met, partially met, or failed to meet each criterion.

3. Result and discussions

This section presents the principal outcomes of the selected studies, focusing on quantitative trends,
model performance, datasets and techniques used. A total of 41 research papers were included in the
final review following quality assessment and eligibility screening.

3.1. Distribution by Publication Year

10
8
EJ
4
2 ' l
W]
021 2023 2024 2025

2020 2

Number of reviewed papers

2022

Year of publication

Fig. 2. Distribution of documents by year in this review

Fig. 2. illustrates the annual distribution of the analyzed papers. As shown, the number of
publications addressing the reviewed topic has been steadily increasing, especially over the past six
years (2020 and 2025). This trend highlights the rising interest in applying ML and DL approaches to
intrusion detection, establishing it as an increasingly active area of research.
3.2. Distribution of papers by datasets
Based on our systematic review, the results, presented in Fig. 3, show an uneven distribution among the
datasets used for intrusion detection. The majority of the datasets are represented only marginally, with
just 2.08% for datasets like BloT, CICDDo0S2019, NEF-ToN-lIoT, NF-UQ-NIDS, SDN  traffic,
SIMARGL2021, UKM-IDS20, and UNR-IDD. In contrast, a few datasets dominate the distribution,
particularly NSL-KDD (22.92%), CICIDS2017 (14.58%). It is evident that NSL-KDD, CICIDS2017, and
UNSW-NB15 represent a significant portion of the data, with a combined total of 56.25% of the
occurrences. This suggests that these datasets are widely adopted for IDS model studies and
evaluations. As shown in Table 5, these datasets are popular due to their size, the diversity of attacks
they cover, and their availability for research on intrusion detection.
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Fig. 3. Distribution of datasets analyzed in this review
Table 5. Comparison of datasets

Dataset g:crgll_);sr of Type of Information Year
KDD-Cup'99 5 million Old network traffic 1999
NSL-KDD 125,000 Improved network traffic dataset 2009
CICIDS2017 3 million Mixed network traffic 2017
CSE-CIC-IDS2018 4.7 million Mixed network traffic 2018
CICDDoS2019 50 million DDoS attack traffic 2019
NE-ToN-IoT 8 million ToT logs (network, devices) 2020
NF-UQ-NIDS 2 million Normalized network traffic 2020
SDN Traffic Datasets 500k-2M SDN (Software Defined Network) traffic 2020
ToN-IoT 16 million Multi-layered IoT logs (network, system, devices) 2020
UKM-IDS20 1-2 million Modern IDS network traffic 2020
B-IoT 100,000 IoT network traffic 2021
SIMARGL2021 2-3 million Mixed data: IoT, mobile, network 2021

3.3. Distribution of papers by methods:

In this subsection, we briefly review the selected papers, which are grouped according to the learning
methods and categorized into two main groups: ML and DL. According to Fig. 4, DL methods are the
most used by researches (64%), followed by ML (22%), a combination of ML and DL (7%), and
Reinforcement Learning (RL) with 7%.

ML/DL
7%

oL
64%

ML
22%

Fig. 4. Distribution document by methods
3.4. Overview of comparative results
A comparison of the reviewed studies highlights the significant progress made in intrusion detection
using ML and DL techniques. Deep learning models, particularly CNNs, LSTMs, GRUs, BiLSTMs, and
various hybrid architectures, have consistently demonstrated higher generalization capabilities and
increased precision, with many achieving precision and recall scores exceeding 98%, and even reaching
100% in some specific cases [8], [9], [10], [11], [12], [13], [14], [15], [16].

Hybrid methods that integrate several models (DNN+GAN, Word2Vec+LSTM or ensemble
techniques combining Random Forest, XGBoost, Adaboost, etc.) have shown remarkable effectiveness,
demonstrating the strength of multi-model frameworks in handling complex intrusion scenarios [24],
[30] and [25]. Recent work (2023-2025) using different datasets particularly CICIDS2017, UNSW-NB15,
NSL-KDD, and ToN-IoT confirms this trend, often providing outstanding results in terms of accuracy,
F1 score, precision, and recall [15], [17], [18], [19], [20], [21], [22], [23], [24], [25], [26], [27], [28], [29], [30].
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3.5. Discussion

This review sets itself apart from previous studies in several key ways. First, it focuses exclusively on
research published between 2020 and 2025, a period reflecting the most recent developments in
intrusion detection, including the emergence of hybrid deep learning models, evolving benchmark
datasets, and deployment-oriented concerns such as explainability and scalability. Second, the
methodology follows the rigorous PRISMA 2020 framework, ensuring transparency, reproducibility,
and a high standard of quality in study selection an approach not commonly adopted in earlier
systematic reviews in this domain.

The frequent use of the NSL-KDD dataset, while somewhat dated, is justified by its structured
design and widespread adoption, which enable consistent benchmarking across studies. Nonetheless,
newer datasets such as CICIDS2017 and UNSW-NB15 are gaining traction due to their realistic traffic
patterns and comprehensive attack coverage. Similarly, the predominance of models like LSTM,
BiLSTM, and CNN in the literature can be explained to their architectural strengths: LSTM and BiLSTM
excel at capturing sequential dependencies in time-series data, while CNNs are effective at extracting
spatial features from traffic vectors. Their combination in hybrid architectures enables more robust and
adaptive intrusion detection, accounting for their growing popularity in recent years.

The superior performance of specific models such as BiLSTM and hybrid deep learning
ensembles can be attributed to their inherent architectural advantages in processing complex and high-
dimensional intrusion data. Bidirectional Long Short-Term Memory (BiLSTM) networks, for instance,
are particularly effective in modeling sequential dependencies by capturing both past and future context
in network traffic. This bidirectionality enhances detection accuracy in scenarios where attack patterns
unfold over multiple steps or sessions-a common characteristic in sophisticated, multi-stage intrusions.

Hybrid architectures that combine multiple models, such as CNN-LSTM, DNN-GRU, or
ensemble frameworks integrating Random Forest and XGBoost, leverage complementary strengths.
Convolutional layers (CNNs) efficiently extract local spatial features (e.g., packet structure, byte
frequency), while recurrent layers (e.g., LSTM, GRU) capture temporal dynamics. This fusion allows
hybrid models to generalize more effectively across different types of intrusions, especially those
exhibiting both spatial and temporal anomalies.

From a theoretical perspective, these models can be analyzed through the lens of the bias-
variance tradeoff. Deep neural networks with sufficient capacity (e.g., BILSTM, CNNs5s) can significantly
reduce bias by capturing complex intrusion patterns, but they also risk increased variance. Furthermore,
understanding model behavior in IDS intersects with anomaly detection theory, particularly in relation
to class imbalance and rare-event learning. Sequence-aware models like BILSTM can adapt to temporal
shifts and class transitions, making them more sensitive to anomalies that develop gradually or deviate
from normal patterns over time.

Compared to the prior survey [31], this review confirms the growing dominance of deep learning,
particularly BiLSTM, CNN, and hybrid models, in intrusion detection, but differs in both scope and
focus. While earlier reviews often emphasized architectural taxonomies or general trends, our analysis
incorporates detailed performance metrics, dataset diversity, and deployment considerations. For
instance, unlike broader surveys such as [32], which review ML techniques across various cybersecurity
domains, our work offers a focused and methodologically rigorous synthesis of ML/DL approaches
applied specifically to intrusion detection systems.

Our study provides deeper operational insights that complement and extend the existing
literature. Although many DL-based IDS models achieve high accuracy (>98%) under controlled
conditions, real-time deployment remains constrained by computational overhead, inference latency,
and limited adaptability in dynamic environments. These limitations highlight the importance of
explainable Al, low-latency architectures and lightweight, robust models trained on realistic and
diverse traffic data to bridge the gap between research and real-world application.

Beyond accuracy, several practical factors directly impact the deployment of ML/DL-based IDS.
First, the computational complexity of deep models, especially BILSTM and CNN-LSTM hybrids, poses
challenges for real-time detection, particularly on edge or low-power devices. Second, the lack of
explainability limits trust and adoption in critical infrastructures, where transparency is essential.

Machine and Deep Learning for Intrusion Detection: A PRISMA-Guided Systematic Review ... http://doi.org/10.26594/register.v11i1.5589



http://doi.org/10.26594/register.v11i1.5589

72
H. Zmaimita et al ISSN 2502-3357 (online) | ISSN 2503-0477 (print)
regist. j. ilm. teknol. sist. inf. 11 (1) 2025 66-74

SHAP, LIME or attention mechanisms should be further explored to address this gap. Third,
supervised DL models often require large, well-labeled, and balanced datasets, which are difficult to
obtain in real-world conditions marked by zero-day attacks and concept drift. Addressing these issues
is essential for building next-generation IDS that are not only accurate but also trustworthy, efficient,
and scalable.

4. Conclusion

The purpose of this systematic review is to analyze recent advances in IDS based on machine learning
(ML) and deep learning (DL) techniques. A study of recent literature reveals a significant preference for
deep learning architectures particularly CNN and LSTM, due to their enhanced capability to handle
complex, high-dimensional, and unstructured data effectively.

The analysis shows that DL-based methods tend to achieve superior detection accuracy
compared to classical ML techniques, especially for modern, large-scale datasets. However, these
improvements usually come with a large computational load and depend on large-scale training data.
Moreover, thelack of explainability and interpretability in many DL models remains a significant issue.

This paper makes several contributions by offering a qualified review of current methodologies,
summarizing the state-of-the-art, and highlighting key research challenges such as inadequate
evaluation of IDS models in real-time scenarios, the lack of standard performance metrics, and the low
generalizability of models across a wide range of operational conditions.

This work contributes not only by synthesizing state-of-the-art techniques but also by identifying
key research gaps related to operational feasibility, trust, and model robustness. Future research should
focus on developing lightweight and interpretable models, enhancing real-time threat detection,
improving dataset realism, and integrating explainable Al and adaptive learning mechanisms to better
address evolving cybersecurity threats.
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